


Table of Contents

074 Personal Note
08 Ciritical Risk Domains (CRD)

Summary of Critical Risk Domains

n Threat Modeling

Threat Modeling

13 Threat Modeling: Definitions and Methods
18 Common Threats to IAM Security
19 Threat Vectors
20 Managing Access and Reducing Risk with IJAM Controls
25 Shared Aims Between Compliance Regulations

Managing Threats on an Ongoing Basis

E Project Management

Project Management
29 The Challenges of Technology
30 Technology Project Management Styles

Project Management Best Practices

E Project Selection and Implementation

Project Selection and Implementation

36 Define Your Business Objectives
38 Request for Proposal (RFP)
40 Ask for a Custom Demo

4] The Process in a Nutshell



. Software Security

Software Security

44 |. Preparing the Organization (PO)
46 Il Protecting the Software (PS)
47 lIl. Producing Well-Secured Software (PWV)

IV. Responding to Vulnerabilities (RV)

E Cloud Security

Cloud Security
54 What is a Cloud Platforme
55 Maior Cloud Providers - What They Offer
56 Benefits for Businesses
57 Potential Problems with Cloud Security
ol Managing Cloud Security
63 dentity and Access Management in Cloud Platforms
b4 What Role Does Middleware Play?

Choosing a Cloud Provider

E IAM Architecture, Protocols and Standards

IAM Architecture, Protocols and Standards

Breakdown of Identity and Access Management Protocols

. IOT and API Security

IOT and APl Security

/8 What is the Infernet of Things2
79 |OT Devices in the Workplace
80 |OT Devices at Home

CIMP® Study Guide - All Rights Reserved
Copyright by Identity Management Institute



PAGE 4

81 IOT Statistics and Projections
82 What are the Current IOT Security Threats?
83 Why Do Hackers Target IOT Devices?
84 The Crucial Need for Identity and Access Management Skills

E Artificial Intelligence and Machine Learning

87 Artificial Intelligence and Machine Learning
88 How Al Identifies Anomalies in Cybersecurity
89 Different Al Defenses in Cybersecurity
89 Improving Threat Detection to Save Time and Money
Q0 leading Market Contributors and Projected Growth

The Double-Edged Sword

E Compliance Assurance

Compliance Assurance

4 Security Rules and Regulations to Know
Qo7 Identity and Access Management for Regulatory Compliance
Q9 |dentity and Access Management Concepts for Continuous Compliance

Know Your Customer (KYC)

E Digital Identity Guidelines

105 Digital Identity Guidelines
106 Relying Parties
107 dentity Assurance Levels (IAL) Overview
108 Authentication Assurance level (AAL)
109 Federated Assurance Llevel (FAL)
110 Digital Identity Model

111 Enrollment and Identity Proofing

CIMP® Study Guide - All Rights Reserved
Copyright by Identity Management Institute



PAGE 5

113 Authenticators
115 Digital Identity Risk Management
116 Impacts Per Category
119 Risk Acceptance and Compensating Controls
120 Digital Identity Acceptance Statement
121 |dentity Assurance levels
126 Federations and Assertions
128 Identity Resolution, Validation and Verification
130 Threats and Security Considerations
132 Authentication

. Appendix A - Definitions and Abbreviations

135 A.1 Definitions
160 A.2 Abbreviations



