


PAGE 2

CAMS Study Guide - All Rights Reserved
Copyright by Identity Management Institute®

Table of Contents

Personal Note

Critical Risk Domains (CRD)

07

08

Security Objectives

Threats

Access Control

1

2

3

Security Objectives Overview

Authorization

Confidentiality

Threats Overview

Access Control Overview

Identification

What is an Information Security Threat?

What is Access Control?

Authentication

Insider Threats

Access Control Components

Integrity

External Threats

Implementing Success Access Control Systems

Non-Repudiation

Security Breach Dangers

Availability

Mitigating Threat Risk

10

17

14

23

33

12

20

29

16

26

11

19

28

15

24

13

21

30

TOC



3PAGE

CAMS Study Guide - All Rights Reserved
Copyright by Identity Management Institute®

Rights Management

Identification

Authorization

Authentication

4

5

6

7

Long-Term Access Control Management

Rights Management Overview

Identification Overview

Managing Identities Within a System

Consequences of Improper Rights Management

Assigning Unique Identifiers

The Mechanics of Authorization

Understanding the Authentication Process

Defining Rights Management

Understanding the Process

Authorization Overview 

Authentication Overview 

Managing Authorization in Systems

Rights Management Best Practices

Creating a Framework for Successful Identification

Authorization in Action

The Importance of a Rights Management Policy

Using Identification to Protect Against Data Breaches

Authorization Basics

The Vital Role of Authentication in Access Management

Authorization Best Practices

40

48

56

65

61

37

46

52

41

49

57

66

34

38

47

55

64

60

43

51

59

TOC



PAGE 4

CAMS Study Guide - All Rights Reserved
Copyright by Identity Management Institute®

How Authentication Methods can Be Compromised

Types of Authentication

Understanding the Access Control Matrix

Security Event vs. Data Breach

Security Information and Event Management (SIEM)

The “Confused Deputy“ Problem

Performing Access Audits

Establishing an Event Management Process

Maintaining Compliance

Access Control Matrix Overview

Logging and Monitoring Overview

Event Management Overview

Implementing Access Control with a Matrix

Logging Events 

Addressing Security Events

Minmizing Risk

Authentication Techniques Defined

How to Create an Access Control Matrix

Best Practices for User Monitoring

Gathering Security Data

Drawbacks of Matrices for Access Control

Access Re-certification Basics

Dealing with Violations

68

76

83

92

79

87

88

71

67

75

82

91

78

86

94

96

74

81

90

77

85

93

95

Access Control Matrix

Logging and Monitoring

Event Management

8

9

10

TOC



5PAGE

CAMS Study Guide - All Rights Reserved
Copyright by Identity Management Institute®

Choosing the Best SIEM Solution97

TOC



PAGE 6

CAMS Study Guide - All Rights Reserved
Copyright by Identity Management Institute®

CRD


